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ABSTRACT

Modern web applications tend to be built and deployed as a collection of loosely-
coupled microservices. Those microservices-based applications have high scalability and
provide better modularity, whereas the distributed nature of them pose a challenge to
verification of their global behaviours. In this paper, we present a run-time verifier for
microservices, which works in a sidecar proxy for each microservice. It verifies that all
remote procedure call (RPC) sequences issued by each microservice at run time do not
violate predefined specifications by utilizing distributed traces and sidecar proxies. The
correctness of microservices can be ensured by the combination of design-time verification
of the formal specifications by existing model checkers and run-time verification by our
verifier. We demonstrate a methodology of verifying the correctness of a microservice-
based application both at design time and at run time, taking an open-sourced reference
application as an example.
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